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ABSTRACT: As quantum computing advances rapidly, conventional public-key cryptographic algorithms—like RSA 
and ECC—face the looming threat of being broken by quantum attacks. This has triggered a proactive push toward 
Post-Quantum Cryptography (PQC), focusing on algorithms believed to resist both classical and quantum computational 
capabilities. This paper, anchored in 2023 developments, explores the PQC landscape: standardization efforts, algorithmic 
categories, transition strategies, and practical adoption challenges. 
 

We review the state-of-the-art PQC schemes—lattice-based (e.., CRYSTALS-Kyber, Dilithium), hash-based 
(SPHINCS+), code-based, multivariate, and isogeny-based—analyzing their security, performance trade-offs, and 
implementation considerations MDPIIIETA. We consider the NIST standardization process and emphasize the finalized 
candidate algorithms as of 2023 MDPIWikipedia. 
 

Our methodology includes a mixed assessment: survey of standardization and adoption trends; performance analysis 
from embedded system case studies; evaluation of implementation vulnerabilities, particularly side-channel risks; and 
examination of applied protocols like PQXDH in messaging systems MoonlightarXivWikipedia. 
 

Findings highlight that although PQC offers future-proof security, adoption faces hurdles such as larger keys/signature 
sizes, computational overhead on constrained devices, and practical deployment complexities. For example, PQXDH 
adoption in Signal demonstrates real-world integration of lattice-based key exchange Wikipedia. Side-channel and 
implementation threats remain pressing risks arXiv. 
 

In conclusion, while PQC is indispensable for long-term cybersecurity resilience, practical migration requires concerted 
efforts: optimized algorithms, hybrid transitional approaches, rigorous implementation safeguards, and cryptographic 
agility frameworks. These are essential to secure global digital infrastructure as PQC becomes mainstream. 
 

KEYWORDS: Post-Quantum Cryptography; PQC Standardization; Lattice-Based Cryptography; Hash-Based 
Signatures; Side-Channel Security; PQXDH; Cryptographic Agility; Embedded Systems; 2023. 
 

I. INTRODUCTION 

 

The advent of quantum computing threatens to undermine many foundational cryptographic systems that secure digital 
communications today. Public-key protocols like RSA and ECC rely on mathematical assumptions that quantum 
algorithms—especially Shor’s algorithm—could break efficiently, exposing sensitive data across the internet. This 
impending reality, coupled with “harvest now, decrypt later” strategies where encrypted data is captured now for 
decryption later, underscores an urgent need for quantum-resistant solutions. 
 

Post-Quantum Cryptography (PQC) emerges as a proactive response. It comprises cryptographic schemes based on 
mathematical problems believed to be insurmountable even by quantum computers. Algorithm families such as 
lattice-based, hash-based, code-based, multivariate, and isogeny-based systems are at the core of ongoing PQC efforts 
MDPIarXiv. 
 

Since 2016, the U.S. National Institute of Standards and Technology (NIST) has spearheaded a PQC standardization 
endeavor, evaluating numerous candidates and advancing those with the strongest security and performance profiles. By 
2023, the process had yielded key finalists such as CRYSTALS-Kyber (for key encapsulation) and CRYSTALS-Dilithium 
(for digital signatures) MDPIWikipedia. 
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Despite the promise of PQC, real-world deployment is nontrivial. Critical challenges include increased computational 
and bandwidth costs—especially for IoT and embedded systems—complex integration into existing protocols like TLS, 
and emerging implementation vulnerabilities such as side-channel attacks MoonlightarXiv. Moreover, successful 
examples—such as the PQXDH hybrid key agreement integration in Signal—highlight opportunities for adoption within 
secure messaging contexts Wikipedia. 
 

This paper seeks to synthesize 2023 developments in PQC: mapping the standardization landscape; reviewing algorithmic 
taxonomies; assessing implementation challenges; and evaluating cross-layer deployment strategies. In doing so, we aim 
to offer a comprehensive foundation to guide secure migration toward quantum-resistant systems in this critical 
transitional era. 
 

Literature Review  
 

By 2023, extensive literature has examined the evolution, practical challenges, and optimization of PQC. Surveys such 
as "Exploring Post-Quantum Cryptography: Review and Directions for the Transition Process" provide deep dives into 
PQC categories—lattice-, hash-, code-, multivariate-, and isogeny-based schemes—and their integration challenges 
MDPI. 
 

Similarly, a scientometric evaluation revealed that PQC research surged in 2023, with 623 publications tracked, 
highlighting active institutions and research gaps in scalability and real-world testing SpringerLink. 
 

Embedded systems have been a particular focus due to constraints on computational and energy resources. A performance 
analysis study implementing PQC algorithms (Kyber, Dilithium, Falcon, SPHINCS+) within TLS on Raspberry Pi 
platforms found significant performance differences—e.g., Kyber+Falcon outperformed Kyber+SPHINCS+ due to the 
latter’s larger signature size Moonlight. 
 

Security research continues to emphasize that algorithmic security alone is not sufficient. Surveys highlight that PQC 
algorithms remain vulnerable to implementation-level side-channel attacks, urging the development of hardened and 
resistant implementations arXiv. 
On the practical side, PQXDH—a h 

ybrid PQC key exchange protocol based on CRYSTALS-Kyber combined with traditional elliptic-curve X25519—has 
been formally verified and integrated into the widely used Signal protocol, demonstrating early adoption of PQC in real 
systems Wikipedia. 
 

Together, these studies nucleate around several key themes: the maturity of PQC research in 2023; performance 
constraints in embedded and IoT contexts; the necessity of implementation security; and early real-world adoption 
through hybrid cryptographic schemes and formal verification. 
 

 

http://www.ijarcst.org/
mailto:editor@ijarcst.org
https://www.themoonlight.io/review/evaluating-post-quantum-cryptography-on-embedded-systems-a-performance-analysis?utm_source=chatgpt.com
https://arxiv.org/abs/2305.13544?utm_source=chatgpt.com
https://en.wikipedia.org/wiki/Post-Quantum_Extended_Diffie%E2%80%93Hellman?utm_source=chatgpt.com
https://www.mdpi.com/2227-7080/12/12/241?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s10791-025-09507-3?utm_source=chatgpt.com
https://www.themoonlight.io/review/evaluating-post-quantum-cryptography-on-embedded-systems-a-performance-analysis?utm_source=chatgpt.com
https://arxiv.org/abs/2305.13544?utm_source=chatgpt.com
https://en.wikipedia.org/wiki/Post-Quantum_Extended_Diffie%E2%80%93Hellman?utm_source=chatgpt.com


  International Journal of Advanced Research in Computer Science & Technology (IJARCST)       

                         | ISSN: 2347-8446 | www.ijarcst.org | editor@ijarcst.org |A Bimonthly, Peer Reviewed & Scholarly Journal| 

      ||Volume 7, Issue 3, May–June 2024||  

       DOI:10.15662/IJARCST.2024.0703001 

IJARCST©2024                                                            |     An ISO 9001:2008 Certified Journal   |                                          10294 

  

 

     

III. RESEARCH METHODOLOGY 

 

To compile and contextualize PQC developments up to 2023, this study adopted a multi-pronged methodology: 
1. Survey of Academic & Technical Literature 

We conducted systematic searches across scholarly databases and repositories, targeting PQC-focused reviews, 
standardization updates, performance studies, and implementation security — including sources such as MDPI, 
arXiv, IEEE, and conference proceedings arXiv+1SpringerLinkMDPI. 

2. Standardization Tracking 

We tracked the NIST PQC process, particularly focusing on developments up to 2023 and identified which 
algorithms advanced or were adopted as finalists (e.g., Kyber, Dilithium) MDPIWikipedia. 

3. Performance & Protocol Integration Analysis 

We analyzed empirical data from embedded systems case studies evaluating PQC performance—such as handshake 
latency and computational load on Raspberry Pi devices under TLS—based on available literature Moonlight. 

4. Implementation Vulnerability Assessment 
We reviewed the latest security assessments of PQC, specifically focusing on side-channel and implementation 
attacks, and associated mitigation strategies arXiv. 

5. Case Study of Real-World Adoption 

We examined PQXDH’s integration into Signal, its hybrid design, and formal verification results to evaluate early 
real-world deployment trends Wikipedia. 

6. Synthesis and Analysis 

Findings were synthesized to elucidate core themes: strengths and limitations of PQC schemes, performance trade-
offs, real-world adoption barriers, and emerging solutions (e.g., hybrid protocols, cryptographic agility). 

 

This approach ensures a comprehensive, contemporary (circa 2023) understanding of the PQC landscape, integrating 
both theoretical frameworks and practical realities in preparation for the quantum era. 
 

IV. RESULTS AND DISCUSSION 

 

Standardization Momentum 

By 2023, key PQC algorithms like CRYSTALS-Kyber (key encapsulation) and CRYSTALS-Dilithium (digital 
signatures) had gained prominence in the NIST process MDPIWikipedia. PQC research also accelerated, with over 620 
publications tracked in 2023, underscoring growing academic and institutional engagement SpringerLink. 
 

Performance Evaluation 

Embedded system benchmarks reveal divergent performance across PQC schemes. For instance, the Kyber+Falcon 
combination supported efficient handshakes on Raspberry Pi, while Kyber+SPHINCS+ underperformed (~30% 
efficiency) due to heavier computational and signature overhead Moonlight. These findings highlight the crucial need for 
algorithm optimization in constrained environments. 
 

Security Risks 

Implementation vulnerabilities remain a major concern. Surveys report that side-channel attacks can compromise PQC 
primitives even when their theoretical security is sound arXiv. This underscores the necessity for secure coding practices, 
side-channel mitigation, and formal verification. 
 

Real-world Adoption 

PQXDH exemplifies an early PQC real-world deployment. Combining Kyber with X25519, it ensures backward 
compatibility while providing quantum resilience. Its formal verification in late 2023 affirms the scheme’s security 
properties Wikipedia. 
 

Discussion 

The PQC landscape reflects steady maturation in 2023, with standardization, performance validation, and initial 
deployments becoming tangible. Yet, the road ahead includes significant hurdles. Resource constraints, integration 
complexity, and implementation security gaps pose real barriers to broad adoption. Hybrid transitional strategies—like 
PQXDH—and cryptographic agility (i.e., ability to switch algorithms as needed) are emerging as pragmatic pathways. 
Embedding PQC into critical systems will demand cross-disciplinary coordination among cryptographers, developers, 
vendors, and policymakers. 
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V. CONCLUSION 

 

By 2023, Post-Quantum Cryptography has established itself as a vital pillar in the future of cybersecurity. NIST 
standardization efforts have elevated algorithms such as Kyber and Dilithium to leading positions, while research 
proliferation reflects mounting scholarly investment in PQC. 
 

Performance studies in realistic, resource-constrained settings reveal that not all PQC algorithms are feasible without 
optimization; algorithm selection must balance security with efficiency. Implementation security, particularly against 
side-channel attacks, remains a critical challenge even for theoretically sound schemes. 
 

Real-world adoption is nascent but promising—PQXDH's integration into Signal demonstrates feasible hybrid 
approaches and formal validation as practical mechanisms for early PQC onset. 
 

In sum, while PQC offers a path to future-proof digital security, achieving it securely and efficiently will require advances 
in optimized algorithms, hardened implementations, deployment infrastructure, and cryptographic agility frameworks. 
 

VI. FUTURE WORK 

 

• Optimization for Constrained Devices: Develop and benchmark lightweight PQC variants suitable for 
IoT/embedded systems. 

• Secure Implementation Frameworks: Create side-channel-resistant libraries and use formal methods to validate 
PQC code. 

• Cryptographic Agility Infrastructure: Build systems that can seamlessly update or swap cryptographic primitives 
as standards evolve. 

• Hybrid Integration Models: Expand practical hybrid protocols (like PQXDH) for broader adoption in existing 
communication frameworks. 

• Standards-to-Deployment Roadmaps: Define clear guidelines and tooling to help industries, especially critical 
infrastructure and regulated sectors, transition smoothly to PQC. 
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