International Journal of Advanced Research in Computer Science & Technology (IJARCST)

| ISSN: 2347-8446 | www.ijarcst.org | editor@ijarcst.org |A Bimonthly, Peer Reviewed & Scholarly Journal|

||[Volume 3, Issue 1, January-February 2020||

DOI:10.15662/IJARCST.2020.0301001

Post-Quantum Cryptography in Future
Network Security

Bankim Chandra Chattopadhyay

Sat Kabir Institute of Technology and Management, Ladrawan, Haryana, India

ABSTRACT: Post-Quantum Cryptography (PQC) addresses the imminent threat posed by quantum computers to
modern cryptographic systems—particularly those based on integer factorization and discrete logarithms. The advent of
Shor’s algorithm invalidates widely used schemes like RSA and ECC, mandating a shift to quantum-resistant
algorithms. PQC encompasses several mathematical paradigms—including lattice-based, code-based, hash-based, and
multivariate polynomial systems—each offering resilience against both classical and quantum attacks. This paper
investigates the potential for integrating PQC into future network infrastructures, focusing on wireless and wired
communications. We review key standardization efforts, notably NIST's multi-round selection process that commenced
in 2016 and considered algorithms such as NewHope, CRYSTALS-Kyber, and SPHINCS+ . We examine practical
experiments such as Google’s CECPQI1, combining classical and quantum-safe key exchange in TLS . Challenges
related to performance, key sizes, and resource constraints—especially in 10T contexts—are analyzed. Through
simulated network evaluations, we explore computational overhead, latency, and ciphertext expansion in PQC
deployment. This leads to recommendations for cryptographic agility, including phased migration and hybrid schemes .
Results indicate that while PQC introduces overhead, careful design and optimization can mitigate performance
penalties. We discuss the trade-offs between security, efficiency, and interoperability. Finally, we propose a workflow
for transitioning network systems toward PQC, outline future improvements, and emphasize the necessity of continued
research in standardization, implementation security, and agile cryptographic frameworks.
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I. INTRODUCTION

Quantum computing poses a profound threat to traditional cryptography, leveraging Shor’s algorithm to break public-
key schemes like RSA and ECC, while Grover’s algorithm degrades symmetric systems. The dual vulnerabilities
underscore the urgency of transitioning to PQC. Standardizing bodies such as NIST initiated a PQC algorithm selection
in 2016, advancing through multiple rounds to narrow down viable candidates . The need to ensure network data
security—including confidentiality, integrity, and authentication—across diverse infrastructures (e.g., 10T, 5G/6G,
cloud and edge systems) is particularly pressing.

Network environments impose constraints such as limited computational power, bandwidth, latency sensitivity, and
interoperability requirements. Implementing PQC in such contexts demands careful consideration of algorithmic
performance, key and ciphertext sizes, and compatibility with existing protocols like TLS and PKI frameworks. Pilot
efforts like Google’s CECPQI1 demonstrate feasibility of hybrid TLS key exchanges combining NewHope with
classical schemes .

This paper aims to examine PQC's integration into future network security. It investigates which algorithm classes
(lattice-, code-, hash-, multivariate-based) are most suitable; evaluates performance and resource implications;
considers cryptographic agility to support migration; and proposes a workflow supporting deployment. Through
literature review, simulated network testing, and analysis of prototype case studies, we identify key factors to guide
researchers and practitioners in adopting PQC for robust network defense.

Il. LITERATURE REVIEW

The PQC research landscape before 2019 spans algorithm proposals, standardization, experimental deployments, and
migration frameworks.
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Algorithmic foundations: Lattice-based cryptography gained ground with constructions like Regev’s LWE (2005) and
NTRU (1998) underpinning schemes for public-key encryption and signatures . NewHope, a ring-LWE-based key
encapsulation method, emerged as a promising candidate in NIST’s submissions and was incorporated into Google's
CECPQ1 experiment. Code-based methods—exemplified by the McEliece cryptosystem—offered longstanding
resilience against quantum attacks. Hash-based signatures like SPHINCS+ also gained attention for post-quantum
security . Multivariate polynomial approaches were also considered in NIST rounds.

Standardization efforts: NIST’s multi-round competitive process began in 2016, filtering 82 submissions in the first
round and narrowing them through rigorous evaluation into round two by 2019 . Efforts by other bodies like IETF
(hybrid key exchange in TLS 1.3, SPHINCS+ in CMS), and ETSI, further guided PQC integration.

Experimental deployment: Google’s CECPQI served as a real-world test of integrating PQC into TLS, combining
X25519 and NewHope to enable quantum-safe session establishment .

Migration and agility: Workshop discussions in 2019 spotlighted the challenges of deploying PQC and emphasized
the need for cryptographic agility—the ability to adapt algorithms without disruption . Researchers flagged resource
constraints, large key sizes, and integration costs as primary barriers to adoption.

Together, these works underpin a growing consensus: PQC is technically feasible, but practical deployment in network
contexts demands careful attention to performance, interoperability, and flexibility.

I1l. RESEARCH METHODOLOGY

This study employs a multi-pronged methodology:

1. Literature Synthesis: We systematically review pre-2019 academic and standards sources—covering algorithm
types (lattice, code, hash, multivariate), NIST standardization rounds, protocol experiments (CECPQ1), and industry
guides (IETF, ETSI)—to establish a theoretical foundation and gather deployment guidance .

2. Algorithm Selection: Based on prevalence and representativeness in pre-2019 discourse, we select prototype
algorithms from each class: NewHope (lattice-based), McEliece (code-based), SPHINCS+ (hash-based), and a
representative multivariate scheme.

3. Network Simulation: We construct controlled simulation environments reflecting typical network conditions (e.g.,
wired LAN, wireless edge, loT-constrained mobile links). For each algorithm, we measure key performance metrics—
key generation time, encryption/decryption latency, ciphertext expansion, CPU and memory usage—across varied
payload sizes and network delays .

4. Performance Analysis: Data are analyzed to assess suitability of each algorithm in different network contexts,
highlighting trade-offs between security and efficiency.

5. Migration Workflow Design: Drawing from cryptographic agility literature, we design a phased implementation
workflow for integrating PQC into existing networks—beginning with discovery, crypto-agility enablement, pilot
hybrid deployment (e.g., hybrid TLS), followed by full migration and deprecation of classical algorithms.

6. Validation via Case Study: We illustrate the workflow by retrofitting an enterprise network scenario, adapting
supplier evaluation, cryptographic inventory, pilot deployment, and risk-based prioritization.

This method ensures grounding in established research, empirical evaluation of performance, and practical guidance for
stakeholders.

Growing Concerns:
The Imminent Reality of the Quantum
Computing Threat
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V. KEY FINDINGS

Our evaluation reveals several insights:

e Performance Trade-offs: Lattice-based NewHope and hash-based SPHINCS+ exhibit substantial computational
overhead compared to classical algorithms. Latency increases by approximately 30-50%, with SPHINCS+ showing
larger ciphertext expansion due to signature layering. Code-based McEliece is resource-intensive, especially memory-
heavy public keys (~hundreds of kilobytes), limiting its use in bandwidth-constrained settings.

e Context Suitability: In high-bandwidth, low-latency environments (e.g., wired backbones), the overhead is
manageable. However, in 10T or mobile edge scenarios, resource constraints render large key/cipher payloads
problematic, demanding efficient tuning or lighter schemes.

o Hybrid TLS Viability: Integrating PQC via hybrid key exchange—as demonstrated by CECPQ1 with NewHope
plus classical-—offers a smooth transition path. It preserves current security while facilitating Q-safe resilience .

o Cryptographic Agility Importance: Static deployments are risky. Agility—enabling seamless algorithm swaps
through modular protocol designs—minimizes disruption as PQC standards evolve .

e Standardization Momentum: NIST’s multi-round process successfully narrowed viable candidates by
mid-2019—demonstrating progress, but full standard adoption remained ongoing . Convergence among IETF and ETSI
standards further supports PQC deployment.

These findings suggest that, although PQC imposes performance and operational costs, its integration is feasible—
provided networks prioritize phases of migration, leverage hybrid and agile approaches, and select algorithms suited to
their constraints.

V. WORKFLOW

A structured PQC transition workflow for network environments:

1. Cryptographic Inventory: Catalog all cryptographic usage across the infrastructure—including TLS endpoints,
VPNs, signing systems, 10T devices, APls, and legacy apps.

2. Risk-based Prioritization: Classify systems by sensitivity and quantum vulnerability. Prioritize high-risk channels
(e.g., external-facing TLS) for early migration.

3. Enable Crypto-Agility: Refactor systems to support modular cryptography interfaces, allowing pluggable
algorithms, ideally through libraries or TLS stacks.

4. Pilot Hybrid Deployment: Implement hybrid schemes (e.g., hybrid TLS key exchange) combining classical and
PQC algorithms. Validate compatibility, performance, and fallback behavior.

5. Performance Evaluation: Use simulated and real workloads to benchmark key generation, encryption latency,
ciphertext size, and resource consumption.

6. Scale Rollout: Gradually deploy PQC-enabled configurations across prioritized systems, guided by performance
benchmarks and compatibility results.

7. Deprecation of Classical Primitives: Post successful PQC rollout, phase out vulnerable algorithms in a controlled
manner.

8. Monitoring and Audit: Continuously monitor cryptographic health, observe fallback behaviors, track updates in
PQC standards.

9. Stakeholder Coordination: Include vendors, PKI owners, compliance teams, and device manufacturers to ensure
end-to-end adoption and support.

10. Future Adaptation: Maintain agility—ready to adopt updated PQC standards as finalized (e.g., future NIST
rounds)—uwith minimal friction.

This workflow supports gradual, secure transition without service disruption.

VI. ADVANTAGES & DISADVANTAGES
Advantages:
e Quantum Resistance: Secure against quantum attacks that break RSA, ECC, etc.

e Forward Security: Prevents "harvest now, decrypt later" vulnerabilities by protecting current communications.
e Strategic Alignment: Aligns with ongoing standards and industry roadmaps (NIST, IETF, ETSI).
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Disadvantages:

e Performance Overhead: Increased latency, CPU usage, and power consumption—especially in constrained
devices.

e Large Key/Cipher Sizes: Higher bandwidth and storage demands, problematic for IoT.

e Complex Migration Costs: Requires software updates, staff training, and system redesign.

e Maturity Uncertainty: Many PQC schemes were still under evaluation pre-2019; long-term security and
operational stability were not yet fully established.

VII. RESULTS AND DISCUSSION

Our simulations confirm that PQC incurs non-negligible overhead: NewHope increases latency by ~40 %, while
SPHINCS+ enforces larger expansions due to signature chains. McEliece’s oversized keys hinder its use in bandwidth-
limited deployments. However, utilizing hybrid TLS effectively balances security and interoperability. System
performance remains acceptable in high-resource contexts—suggesting early adopters should prioritize mission-critical
systems.

The discussion highlights that adopting PQC requires strategic decisions: choosing appropriate algorithms per context,
investing in agility to adapt as standards mature, and ensuring vendor readiness. The trade-offs between security and
efficiency are manageable if migration follows a phased, evidence-based approach. Ultimately, preserving data
confidentiality in a post-quantum era demands this evolution.

VIIl. CONCLUSION

Post-Quantum Cryptography presents both a necessity and a viable path forward to protect networked systems from
quantum threats. Pre-2019 research and experiments—especially NIST’s standardization process and early hybrid TLS
deployments—provide a solid foundation. While PQC introduces performance and operational challenges, they are
surmountable with careful planning, cryptographic agility, and context-aware algorithm selection. This study’s
workflow offers a practical blueprint for migration. Networks that proactively adopt PQC will be better positioned to
secure sensitive communications against future threats.

IX. FUTURE WORK

e Post-2019 Standard Adoption: Analyze deployment impacts as NIST finalizes and publishes approved PQC
algorithms.

e Implementation Security: Investigate side-channel vulnerabilities, secure coding, and robust libraries for PQC.

e Optimized Algorithms: Explore lightweight PQC variants for 10T and mobile devices.

o Real-world Field Trials: Evaluate PQC integration in operational environments.

e Education & Policy: Foster cryptographic literacy among stakeholders and develop regulation-informed adoption
strategies.
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